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Introduction

All India Police Science Congress (AIPSC) is organized
annually by rotation in different States / UTs with a view to
provide useful and informal forum for in T depth discussion on
various aspects of Police functioning and to encourage creative
thinking/ ideas amongst the Police Officers, Social Scientists,
Forensic Scientists and Experts from police subjects relating to
Police Administration/ Criminology/ Police Science/ Forensic
Science/ Forensic Medicine/ Cyber Crime, Law etc.

The first AIPSC was held at Patha in 1960 and the 46™
Congress was successfully organized by Himachal Pradesh
Police in collaboration with BPR&D at Shimla on 22" and 23
March, 2018.



Title: -A |l nf or MBatciuon t yo
Author: - Dr. Muktesh Chander, IPS
DGP, Goa Police

Introduction:

We are living in a digital revolution affecting every aspect
of human activity. Increasing use of .computers, computer
networks and communication technology has resulted in huge
amount of vital information being stored, processed and
exchanged on computers. Indian Information Technology
(Amendment) Act, 2008 has defined Cyber Security as
AProtecting i nf'ormati on, equi pm
communication devices, and information stored therein from
unauthorized access, use, disclosure, disruption, modification
or destructionod. ' n generally | n;
and multidisciplinary subject. Information security stands on a
tripod of confidentiality, integrity, and availability of data and
services commonly known as CIA (confidentiality, integrity, and
availability) triad.

This paper deals with growth of cyber-crimes, information
security, information security principles, information security
components, information security measures, national critical
information infrastructure protection, and role of law
enforcement agencies

Recommendations:

1. We are planning to leverage Information and
Communication (ITC) for the growth of the nation and
marching towards smart cities/ digital nation, we must
simultaneously take adequate cyber security
measures at all levels



. Individuals, organizations, government must adopt a
holistic Information security management approach
based on their requirements.

. We need to enact a comprehensive Cyber Security
Act.

. At present there are several agencies handling
various task related to cyber security and there is a
need of an apex body to coordinate and synergies
the efforts of these agencies.

. National Critical Information Infrastructure Protection
Centre (NCIIPC) Guidelines® need to be . made
mandatory for critical sectors and sector specific
guidelines must be framed.

.We also need to develop our own information
security metrics to assess and evaluate information
security preparedness and compliance on the pattern
of ISO/IEC 27004:2009 and ISO/IEC 15408:20009.

. Sensitive organizations ~must have a Chief
Information Security  Officer, at sufficiently senior
level, with adequate resources and budget.

A Ostate . of t he aurity®pehation
Centre (NCSOC) needs to be established for
monitoring cyber-attacks on our critical networks and
protected systems and degenerate cyber threat
intelligence on 24X7 basis.

. After the announcement of National Cyber Security
Policy, concrete steps are required to be taken
towards its effective implementation.

Just like Swachhata Abhiyan, we need Cyber
Swachhata Abhiyan to create a nationwide culture of
cyber safety through continuous education and
awareness drives.

Academia, industry and government must work
together to fill the gaps in our cyber security
framework.

ona



12. A well-articulated National Cyber Security
Strategy needs to be framed to realize the vision of
building a safe, secure and resilient Indian
cyberspace for our citizens, businesses and
Government.



Title:  Crypto T Currency and its Challenges.
Author: Smt. Merin Joseph, IPS
DCP, Koznikode City

Introduction:

Crypto currencies6b are a means
circumvent the money controls of the State and trade
anonymously. Crypto currencies have been described as a
masterpiece of Technology but as has often been the case with
Technological Innovation, if it falls into the wrong hands, it can
abet Crime.

The anonymity provided by the system and absence of
government regulations has led to fears that Crypto currency
can be used by international crime syndicates and Terrorist
organizations for their nefarious purposes.

The regulation or prohibition of Crypto currencies is open
to debate. But the fact remains that Crypto currencies represent
multiple challenges to law enforcement agencies throughout
the world.

This essay starts with an introduction to the Major Crypto
currency i Bitcoin.and the Technology underpinning it. Then it
discusses of the ways in which Bitcoins can be used for the
criminal activity. The various measures that law enforcement
agencies have taken globally to tackle the challenges arising
from Crypto currencies are discussed in detail.

A Dbrief concluding discussions lists out the concrete
measures that can be adopted by law enforcement agencies in
India in order to regulate the Nascent Technological Ecosystem
of Crypto currencies so as to address the issues of Cyber
Criminality and National Security that stems from their
unregulated usage.



Summary:

1. The virtual and decentralized nature of the money
makes it susceptible to attacks by hackers and
malware.

2. Global nature of the network threatens users and
institutions and all over the world especially due to
the anonymity provided by such platform.

3. The answers to the legal challenges posed by the
Crypto currency cannot be a blanket ban on this new
frontier of Technology. Instead a graded approach to
regulation that allows the currency system to self-
regulate within a defined regulatory framework is
more advisable.
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Introduction:

This article talks about the development of information
technology, variations and evolution of technology, techniques,
qualities etc. in the field of social media and networking. This
article introduces Social Media and. Social Networking,
Reasons for Development of Social media: Its importance and
impact, relation of social media. with the police and law
enforcement agencies. It also describes how youth (majority)
connect with social media and use.it in negative way. One of
major part is social media and emerging of various new kinds of
criminal activities on social media and how police may deal with
such kind of criminal activities.

Conclusion:

1. The responsibility with which the social media is used is
decided by the level of literacy, Public awareness and Social
responsibility of. public. In India, the rate of rise of this
technology iIs. much higher than the rate of rise of literacy.
Hence, the responsibility with which the public utilizes these
media in our country varies. Public are using the social media
without any concern for the consequences it may have. These
variations lead to lot of aberrations, which can result in crime or
Law and Order issues.

2. On the other hand the legal developments like the
declaration of Section 66 A of IT Act, 2008 as void and the



landmark judgment of declaring the Right of Privacy as a
Fundamental Right are the recent challenges for the police. In
this Act term o6privacyod Iis yet to

3. Tabling of Relevance of Data (Privacy and Protection) Bill,
2017 is another important issue which would have an impact on
Social Media and Law Enforcement.



Title: Management of Investigative Case Load
Author: V. Sasi Mohan, DCP, L&O, Madurai

Introduction:

Managing Investigative Case Load is very important and
serious issues in now days. With the introduction of computer
technology, more effective methods of managing the
investigative process has been developed. There is no denial of
the fact that there is an increased investigative load on the
police in the recent years and this trend will continue.in the
years to come.

With the increasing work load and limited resources
available, unless an optimal strategy is devised to manage the
investigative workload, police cannot do justice to the victims.

Recommendations:

1. We should shift from Police Station Centric Approach
to Investigating Officer Cases Centric Approach.

2. Case Screening is a mechanism that will facilitate
making a decision concerning the continuation of an
Investigation based upon the existence of sufficient
solvability factors obtained at the initial investigation.

3. Presence of separate investigative wing, which will
mainly investigate cases based on case assignment
and case screening will certainly improve the
investigative efficiency.

4. An online Comprehensive Case Management
System (OCCMS) with an objective to assess the
total number of cases registered, number and
percentage of cases in which investigation is
completed following the norms, number and
percentage of cases taken for prosecution and trial



has commenced, number and percentage of
convictions, should be designed.

5. The already existing CCTNS can be upgraded so
that the Case Management Module is incorporated.
6. The provisions of a standard protocol will act as
guidelines on which the investigations can be built

upon.



Title: - Cryptocurrency and its challenges

Author: - Gaurav Upadhayay, IPS
Superintendent of Police, Karimganj (Assam)

Introduction

Crypto-currency is a form of digital or virtual currency
designed to use a public protocol which transaction it in a
completely decentralized manner and which uses cryptography
for security. Based on a peer to peer electronic payment
system, Crypto-currencies do not require the control -of any
central authority or central .ssuing —organizations or
intermediaries. Owing to their anonymity and absence of
intermediaries, Crypto-currencies. such as Bitcoin pose an
emerging threat to national and international security and
finance. Moreover, the next generation virtual currencies such
as Ethereum which facilitate smart contracts in a decentralized,
autonomous environment have the potential of enabling
organized crimes. (to .conduct their criminal activities
anonymously by .creating newer criminal ecosystems. This
paper analyses the emergence of Crypto-currencies, the
disruptive potential of the underlying technical platform i.e. the
block chain, the complex interplay between digital economy,
malicious actors, regulatory framework, prosecutorial activities
and resulting challenges from a law enforcement point of view
and how the law enforcement needs to adapt to meet the
investigative requirements without compromising on the
innovations this technology promises to unleash.



Summary

1. The possibilities of increased usage of Crypto-
currencies by established criminal networks and terror
organizations are immense thereby requiring newer law
enforcement approaches.

2. Crypto-currencies and the DLT (Distributed Ledger
Technology) offers countless benefits for legitimate
users, especially in fueling financial inclusion and
delivering financial services more effectively.
Government needs to adopt a calibrated approach in
regulating them and law enforcement agencies need to
be adopt a collaborative and innovative approach to
meet these challenges.

3. Futuristic approach in anticipating newer forms of
crimes based on ¢smart contract models and block
chain technology and building mechanisms to prevent
and detect them would be required to effectively deal
with the risks that would emanate from this disruptive
innovation.



Title: - Social Media and Law enforcement
Author: - Dr. Mohit Kumar Garg, IPS
I/C Manipur Cyber Crime P.S

Introduction

Social media is a media which is social in character. It is a
group of those entire platforms which may be used to
communicate with more than one person simultaneously, they
allow two way communication. Social media platforms are like
twitter, Facebook, WhatsApp, Wikipedia, YouTube etc. The
social media has become the tool ‘for terrorist /urgency
propaganda. The phenomenon of lone wolf attacks could
become a reality because of the social media only. The terrorist
organizations have been able to gatherfunds because of their
social media campaigns.

Summary

There are many challenges faced by the investigating
agencies during the investigation of crimes related with the
social media which are as under:

1. Police need to be_ equipped with skills, h a r d vsaande 6
soft'wareods

2. Social media websites need to be brought on board to
cooperate with police.

3. Non- cooperation of social media platforms.

4. Government and police should sit together and should find
the possible way outs, so that a new information freedom
may be won.
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Title: - Management of Investigative Case

Author: - R.C. Arora, IPS (Retd.)

Introduction

Author had described following aspects of Investigative
Case Load:

1. What is Criminal Investigation?

2. What is the process of investigation-and the applicable
regulatory/ statutory constraints on the process of
Criminal Investigation?

3. What are the resources available to discharge the total
workload?

4. What is the total size of the workload related to Criminal
Investigation?

5. What are the suggestions to improve the management
efficiency of = the . workload related to Criminal
Investigation?

Suggestigns:

1. Regular up skilling and reskilling of professional skills and
knowledge of Investigating Officers

2. Separation of criminal investigation from law and order

3. Association of professional organizations of repute in skill
building

4. Implementation of the amendments to the criminal law and
sensitization of 10O level field officer about the same.




Resolutions adopted by the 46th All India Police

Science Conqgress

1. Capacity building of law enforcement agencies keeping in
view the present and future challenges posed by Social

Media and related cyber space.

2. Setting up norms for qualitative and speedy investigation of
varied types of cases including support services and

conducive infrastructure.

3. Augmenting special training modules for law enforcement
agencies for sensitization on. virtual currency and its

challenges.

4. To present police perspectives before government on a
need for comprehensive National Policy on Information

Security in Cyber Space.

5. Orientation towards synergetic responses of all agencies
and stakeholders towards preventive enforcement with

respect to Narcotics by all plausible means and ways.

6. To evolve progressive formats of People Friendly policing

through inclusive processes along with the community.

The BPR&D will take up research studies/ projects on each of
the Resolution.
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